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• Brenda Durham, Vice President and Assistant General Counsel, 

Marriott International, Inc

• Responsible for oversight of Marriott's international global safety and 

security matters

• Also responsible for negotiating financial, equity, and management 

agreement transactions and for hotel owner relationship 

development and dispute resolution

• Serves as Marriott's law department group leader for international 

lodging operations



Presenters

• Tom Whitlatch, Regional Director, Hospitality Risk Controls

• Has extensive background in providing Risk Management, Human 

Resources, Safety, OSHA compliance and Security consulting services

• Has testified as a safety and security expert witness in Federal and 

State Courts.



Considerations for Program 

Implementation

• Basing Security Solutions on U S Corporate 

Standard

• Unstable Political Environments

• Government Interference• Government Interference

• Local Regulations & Laws - Regulatory 

Compliance

• Think Globally and Act Locally



• Understanding Local Risk Environments & 

Issues

• Language Barriers

• Cultural

Considerations for Program 

Implementation

• Cultural

• Training  Issues

• Terrorism

• Kidnapping Potential

• Employee Screening (Privacy Laws)



• Computer Security Issues

• Crisis Management

• Security Audits

• Define Your Goals

Considerations for Program 

Implementation

• Define Your Goals

• Overseas Security Advisory Council (OSAC)



IHG

• 4,442 hotels in 100 countries

• 1,236 hotels in development

• 10 Reservation Call Centers

• 17 Corporate Offices, Data Centers and Business Service Centers

• Approximately 4,000 franchise and over 400 company managed 
hotels

• Based upon total room count, the world’s largest hotel company• Based upon total room count, the world’s largest hotel company

• 7 Brands to include:
– InterContinental Hotels

– Crowne Plaza

– Indigo Hotels

– Holiday Inn Hotels & Resorts

– Holiday Inn Express

– Staybridge Suites

– Candlewood Suites



What Defines “Best Practice”?

• Perhaps it is nothing more than consistently striving to fulfill our 

moral and legal duty concerning the safety and security of guests 

and staff by responding to all foreseeable and predictable threats 

in an appropriate and reasonable manner.

• How then is that done?• How then is that done?



The IHG Risk Management Group

• The IHG Risk Management Group forms part of an internal 

corporate organization composed of Legal, Internal Audit, and 

Corporate Responsibility reporting to the General Counsel.

• RM offices are located in the UK, Atlanta, Singapore and Shanghai.

• RM functions include: Risk Finance (Insurance and Claims Mgt), 

Risk Training, Loss Prevention & Compliance (Fire safety, food 

handling, environmental and leisure safety, and OSHA 

compliance), Enterprise Risk Management and Internal Security.



How We Fulfill Our Duty

Global Brand Standards concerning safety and security

Globally aligned Risk Management Operation in all regions    

(Europe, AMEA, GC) that enforce Global Brand Standards

Continuous enterprise risk assessment and the production of the     

corporate Risk Register that  serves to identify threats to the reputation 

and viability of the business and viability of the business 

A Risk Management System embedded in the operation of the    

business - driven and supported by extensive web based guidance, 

routine on site audits and training.

Mandatory General Manager Security and Safety Training 

Programs 

Hotel Loss Prevention Certification Workshops



How We Fulfill Our Duty

Web Based Risk Management Training Programs, to include:

Hotel Crisis Management Training Programs

Example Emergency Response Plans for: Fire, Evacuation,  

Bomb Threat, Active Shooter, Extended Power OutageBomb Threat, Active Shooter, Extended Power Outage

Comprehensive Hotel Safety and Security Informational 

Resources

Global Brand Standards 

Hotel Security Director Certification Training Program

Hotel Security “Tool Kit’

Hostile Surveillance Disruption Training Program



How We FulFill Our Duty

• Intelligence lead, threat based counter terrorism program

• Integrated Global Corporate Crisis Response Plan

• Global Crisis Communication Center

• Latin America/Mexico Security Program

• Internal Investigations into all serious incidents and events

• Cross Functional Fraud Management Group

• Disaster Recovery/Business Continuity Planning

• Continuous Threat Assessment

• Claims and Incident Management

• Loss Prevention/Quality Inspections and Audits of hotel safety and 

security



The IHG Risk Management Program

• Professional affiliations include:

– Constituent member of the US State Department Overseas and 

Security Advisory Council (OSAC) and the OSAC sponsored 

Hotel Security Working Group

– American Hotel Lodging Association

– American Society of Industrial Security

– Department of Homeland Security



Web Based Guidance 



Web Based Training



Web Based Security Resources



The Threat 

June 28, 2011 - KABUL — Nine suicide bombers staged an attack on the 

Intercontinental Hotel killing an estimated 19 people before they either blew 

themselves up or were killed by Afghan and Coalition Forces. 



The Threat 

This particular hotel was in fact not an InterContinental Hotel Group (IHG) 

branded property although it was identified as such on CNN.

The NATO “Risk Management” Team



The Threat 

August 21, 2010 one woman was killed and 35 people were taken 

hostage in the Intercontinental Hotel as police clashed with heavily-

armed gang members.



The Threat

May 1, 2010- Times Square 

Faisal Shahzad admits to trying to set off a car bomb in Times Square.

Police said the SUV bomb could have produced a significant fireball and 

sprayed shrapnel with enough force to kill.



The Threat

July 9 – US State Department warns that the Revolutionary Armed 

Forces of  Columbia (FARC) are training to carry out attacks against US 

citizens staying at the Sheraton and the IC Cali.

July 30 – Authorities seize 200kg of explosives and weapons to be used 

in the attack.



The Threat

August 2, 2010: Five rockets are 
launched from the Sinai. 

One rocket impacts 25 meters 
from the InterContinental Hotel 
Aqaba, Israel.  

A cab driver and was killed and 
two others seriously injured.



The IHG Counter Terrorism Program

• A threat based, intelligence lead program incorporating:

– Strategic Threat Assessment for each location based upon 
geopolitical and economic demographics that identify unique 
risks and threats

– Risk Rating for all hotels – Corporate and Franchise

– On Site Threat and Vulnerability Assessment (Corporate and – On Site Threat and Vulnerability Assessment (Corporate and 
Franchise)

– Site Security  Audits

– Web based Hostile Surveillance Disruption Training

– Established network of key hotel security directors

– Hotel Security Director Certification Training Program

– Close communication with government and non-government 
intelligence organization

– Sharing of intelligence with other major hotel companies



Mexico: A Threat Assessment



Mexico

April 21, 2010:The Holiday Inn in downtown Monterrey was attacked at midnight. A group of 50 

armed men, arriving in ten vehicles, entered both the Holiday Inn and Mission Hotel. Five  Mexican 

guests and one hotel employee were kidnapped from the Holiday Inn. 



Mexico



Mexico
• Cartels Are Much Less Organized and 

Disciplined

• Takedowns of leadership

• Increasing collateral damage

• Violence Spreading to Formally Immune Areas

• Monterrey and Guadalajara 

• Children & The Elderly

• Violence Higher Profile in Nature

•
• Violence Higher Profile in Nature

• Decapitations, mutilations, daytime shootouts

• Corruption and Targeting of Authorities

• Dramatic Escalation in Tactics



Mexico & Latin America

• Latin America Security Program

– Regional and Site Threat Assessments

– Dedicated Security Advisor

– Delivery of Hostile Environment Training to Corporate Members

– OSAC Latin America Regional Councils 

– Strategic Plan Development with Owners

– Travel Security Training for Corporate Members

– Kidnap for Ransom Training Program



Compliance Issues

• We now must also intelligently address the risk 

associated with failing to comply with:

– Foreign Corrupt Practices Act

– UK Bribery Act– UK Bribery Act

– Sarbanes Oxley



Best Practice?

• Consistently striving to fulfill our legal and moral duty to respond 

to all foreseeable and predictable threats in a prudent and 

responsible manner.



Contact Info

• Brad Bonnell

– 770-604-5660 Office

– brad.bonnell@ihg.com

“Be good and you will be lonesome.”

- Mark Twain


