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THE DATA THEFT REALITY

= Hackers are ahead of the game; security
technology cannot keep up

= Security industry sources:

= 79% of all companies and organizations
in the U.S. have had a data breach in the
past two years

= Per one industry source, there have been
696 reported breaches as of 12/1/14, a
26.1% increase over the same time period

last year (552)




TARGET TARGETED

December 2013:
= Target Hacked in Pre-Christmas Attack

= Upto 70 million Target customers
affected

=  Customer names, credit/debit card
numbers, card expiration dates, debit-
card PINs and magnetic strip data

= Also non-payment card info: phone
numbers, e-mail addresses




HOW QUICKLY WE FORGET

= Home De pOt “"JPMorganChase

“K-Mart




SONY PICTURES

= Blackmail-style threats made
concerning release of film “The

Interview”

= Hacker infiltrated system, stole
and disseminated highly sensitive
data

= State sponsored activity? Or
disgruntled former employee?

SONY

PICTURES




WYNDHAM'’S WOES

2008, 2009, 2010: Wyndham
Worldwide suffered 3
separate attacks on its
central property management
and reservations systems —
approximately 45 individual
hotels were hit, and about
800,000 credit card accounts
were stolen
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THE HOSPITALITY INDUSTRY IS VULNERABLE TO CYBER THREATS
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HOSPITALITY ENTERPRISES FACE UNIQUE CHALLENGES

Variety of Pll they process and maintain:
Consumer

= Credit/debit card

= Contact information (name,
address, phone, e-mail)

Employee

= Social Security Numbers

= Contact information




HOSPITALITY ENTERPRISES FACE UNIQUE CHALLENGES

Unique operational features of
their businesses:

= High volume of consumer traffic
=U.S. and international guests
= High employee turnover

= Need to tie into the computer systems
of other entities, e.g., franchisors,
outside vendors




WHITE LODGING: NETWORKED POS SYSTEM ATTACK

= 2014: Breach at 14 managed
properties

= Credit and debit card info stolen
via infected POS systems at food
and beverage outlets
(restaurants, lounges)

= Management company’s linked
system permitted the malware to
spread between properties




MARRIOTT AND FCC: BLOCKING OF PERSONAL WI-FI

= Marriott International blocked
personal Wi-Fi signals at
Tennessee conference

= Sought FCC ruling legality, citing
concerns over data security,
among others

= January 2015: Marriott withdrew
request after mounting consumer
complaints




P.F. CHANG’S: CARD PROCESSING SYSTEMS HACKED

= June 2014: Class action filed for breach
at 33 restaurant locations

= Credit and debit card info stolen

= Resulted in company moving to manual
credit card imprinting system; established
website: pfchangs.com/security

= In December, N.D. lll. dismissed action for
lack of standing, concluding “possible
future injury” is not “actual harm”




GUEST WI-FI: “DARK HOTEL

= Travelers may be hacked through hotel
Wi-Fi networks

= Theft of information from electronic

devices through hotel Wi-Fi:
= “When the guest connects to the
A hotel’s wireless Internet, he submits

his room number and surname.
Darkhotel then invites him to download
a backdoor that pretends to be an
update for legitimate and common
software”




= Once on the system, the
backdoor can log all
keystrokes, hunt for
passwords, and collect
data about the system.

= The malware can remain
on the system undetected
for months before going
into work gathering data




STATE LAWS GENERALLY CONTROL NOTIFICATION

= 47 States and the District of Colombia have data
protection/notification laws

= PA Breach of Personal Information Notification Act,
73 P.S. § 2301 et_seq.

= Congress has been considering multiple proposals
for a federal data protection/notification law that may
or may not preempt state laws

= As to certain specific types of data, federal laws and
regs may control notification (e.g., HIPAA, HITECH)




CHANGING STATE LAW LANDSCAPE

= State Data Breach Notification laws
change and evolve

= FLORIDA and IOWA amended their
laws in 2014

= Florida:

= 30 day deadline for notification
from determination of a breach or
reason to believe a breach
occurred




TYPICALLY PROTECTED DATA (“PII”)

Credit/Debit Card Account
Information (name of cardholder,
account numbers, passwords)

= Bank or Financial Account
Information (name of cardholder,
account nos., passwords)

= Social Security Numbers

= Driver’s License Numbers




PROTECTED ONLY IN CERTAIN STATES:

= Medical Information
= Health Insurance Information

= Biometric Data (fingerprint, voiceprint,
retina image)

= Electronic identification numbers,
electronic mail names or addresses,
Internet account numbers, or Internet
identification names

= Digijtal signatures

= Parent’s legal surname prior to marriage




NOT PROTECTED

= Publicly available information that
is lawfully made available to the
general public from Federal, State
or local government records

= |Information that an individual has

consented to have publicly
disseminated or listed (under some

state laws only)




PAPER FILES ARE NOT IMMUNE

= Misconception that data theft is always
a high-tech attack on electronically
stored information

= Paper files containing personal
information can be just as vulnerable
and are often the target of theft

= Some state laws are confined only to
addressing electronic breaches, but a
few specify that personal information
stored in paper form is covered




EMPLOYEE DATA

Earnings Statement @
PParod orvig. CONOON DT
Pay case: OO OO

SANE HAAF
10T MAIN SETREET
ANYTOWN, USA 12045

Othver Benelite arnd

b e
e o .5y 27 .00
Lomn At Poa
Vac res Lot B o
0N Fers Len 16.00
Tene Ooer abor

WD VLA, N T T AR TRNGE SRR LR TG VALY PO
OIUIVE BOON AND LEOM PFOMWARRD TO woem
FRARTT I AT IO

VW e v MmN

" e

O SLTO 3B 3 TO%II0 AR 27 A008NWLEND 2

| e AN TN AL A -




PIEDMONT HEALTHCARE SYSTEM BREACH

= Theft of employee information
(no patient data)

= Up to 10,000 employees may
be affected

s Piedmont
f HealthCare

= |ncidents of fraud/identity theft
have been reported




UNIVERSITY OF MARYLAND

February 2013

= Hackers stole names,
Social Security Numbers
and birth dates of over
300,000 individuals which
included students, faculty
and staff




TYPES OF PROTECTED EMPLOYEE INFORMATION

= Personnel File

= Payroll File




PERSONNEL FILES

= Employment Application, which may include:
= Name and address
= Social Security Number

= Possibly e-mail address

= Tax forms (W-2, W-4) will have Social Security Number

= If employment involves driving, possibly Driver License
Number




PERSONNEL FILES (CONT.)

= Employee Benefit Election

Forms
= Social Security Numbers for
Employee and Family Members
- Medical Information - may
find its way into the file (e.g.,
workers’ comp or disability
claim)




PAYROLL FILE

= Tax forms (W-2, W-4) will have Social
Security Number

= Direct Deposit Forms will include Bank
Account Information

= |f paycard payment system has been
adopted, the file might include what
would be considered Credit/Debit Card
Information




SOCIAL SECURITY NUMBERS

= |ndustry experts: Social Security
Numbers are the most key piece of
information exploited by identity thieves

= Social Security Numbers can be used to:
= File false tax returns

= Apply for new credit cards

= Access financial accounts




RESPONSE & NOTIFICATION




WHICH STATE’S LAW APPLIES?

= The law of the state where the affected individual
(cardholder, employee) resides is the law that governs
notice — NOT the state where the merchant or employer is

situated.

= This means that some merchants or businesses may have
to comply with many state’s laws when responding to a

single breach




“BREACH”

Example: PA’s “Breach of Personal Information Notification
Act” - defines breach as:
= Unauthorized access and acquisition of computerized

data that materially compromises the security or
confidentiality of personal information maintained by
the entity as part of a database of personal information
regarding multiple individuals and that causes or the
entity reasonably believes has caused or will cause loss
or injury to any resident of this Commonwealth.




“BREACH”

Example: Hawaii “Notification of Security Breaches”

law:
= (1) Unauthorized access to and acquisition of
unencrypted or unredacted records or data "’Q""f“i-
(computerized, paper or otherwise) where the w"

illegal use of the personal information has
occurred, or is reasonably likely to occur and
that creates a risk of harm to a person; OR

= (Il) Unauthorized access to and acquisition of
encrypted records or data containing personal
information along with the confidential
pProcess or key.




PA BREACH NOTIFICATION ACT -
WHEN BREACH OCCURS, WHO MUST ISSUE NOTIFICATION?

= An entity that maintains, stores or manages
computerized data that includes personal
information.

= A vendor that maintains, stores or manages
computerized data on behalf of another entity must
notify the entity on whose behalf the computerized
data is maintained, stored or managed. The entity
on whose behalf the computerized data is
maintained, stored or managed must discharge the
remaining notice duties.




THIRD PARTY VENDOR BREACHES

PAYTIME: 2014

= Qutside payroll vendor

= Breach potentially compromised every customer account
= Information on both current and former employees

= Names, addresses, Social Security Numbers and other
types of info

= Even though the third-party payroll vendor was in
possession of the payroll information when it was exposed,
the employer is the party responsible by law for issuing
notifications to affected employees




WHO RECEIVES NOTICE:

= The individual (employee, cardholder, consumer)

= The entity on whose behalf a vendor maintains, stores or
manages the data

= The nationwide credit reporting agencies must be notified;
usually this is triggered if more than 1,000 individuals
receive notice at one time

= Some statutes require a separate notice and/or copy of
consumer notice to be sent to the state attorney general
and/or a state consumer protection agency




TIMING

Most state statutes require that notifications must be issued “without
unreasonable delay.”

EXCEPTIONS

= Notification may be delayed if a law enforcement agency determines
that it will impede a criminal or civil investigation and the agency has
so advised in writing. Notification is required after the law

enforcement agency determines that it will no longer compromise the
investigation or national or homeland security

Notification may be delayed to determine the scope of the breach and
to restore the reasonable integrity of the data




CONTENT OF NOTICE

Massachusetts
= Individual’s right to obtain a police report

= How to request a security freeze and
necessary information to be provided
when requesting a security freeze and any
required fees

= Notification (to residents) shall not include
the nature of the breach or the number of
residents affected by the breach




CONSEQUENCES OF NON-COMPLIANCE

PA:

= The attorney general may bring an action for
unfair or deceptive trade practices under the
PA Unfair Trade Practice Act & Consumer
Protection Law (no private right of action for
affected individual)

CA:

= Permits individual cause of action “to recover
damages,” also civil penalty for willful or
intentional violation of up to $3,000 per
violation



NEW TREND: SAFE DESTRUCTION

= July 1, 2014:

= DELAWARE passed a law governing safe destruction of
records containing a consumer’s personally identifiable
information

= Requires commercial entities to shred, erase, or to otherwise
destroy or modify the records to make the personal
information entirely unreadable or indecipherable through 2 PRV
any means

= Consumers actually harmed by violations of the law may file a
civil action and seek treble damages




FEDERAL DATA BREACH LAW?

= Currently several different data breach
bills pending before U.S. Congress

= Passage of a federal data breach law may
preempt state law - could result in
greater consistency: (a) types of data
protected, (b) pre-breach security
standards and (c) response and
notification requirements




PERSONAL DATA NOTIFICATION & PROTECTION ACT

=  Proposed by White House Jan. 2015

= Designed to preempt state notification laws
except regarding victim protection assistance

= “Sensitive Personally Identifiable Information”
is much broader than most states’ definition of
PII

= FTC primary enforcement authority; FCC and
Consumer Financial Protection Bureau would
also have roles




INCIDENT RESPONSE PLAN

= Action Plan- detection, analysis, recovery and
post-incident procedures

= Employee Policies & Procedures

<t

Limiting who has access

Protocols for transferring information

Working off-site

= Confidentiality & Non-Disclosure
Agreements and policies




INCIDENT RESPONSE PLAN

= Internal Procedures - detection, analysis, recovery and post-incident
procedures

= |nternal Resources - security incident response team (SIRT)
= External Resources

= Legal

= Security/Forensics

= Public Relations

= Law Enforcement




THE END ...?

Not by a longshot.

Stay tuned for:
= More high-profile data breach stories

= More legislative action by states and possibly
the federal government

= More cyber threats and more defenses to
respond to them







