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= Contemporary travel context
= Overview of biometrics

= Biometrics and travel security
= Concerns

® Recent developments

= Potential challenges

® Conclusions
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Increased
globalization
of
consumers
Increased
business
globalization

Turbulent
world events

Increasing
traveler
flows

Increased

heeds for
security
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CONTEXT

®m Solution to security needs: better authentication using biometric
systems

= Biometric systems: computerized authentication systems based on
biometrics

®m Biometrics: characteristics of humans that hardly change

Physiological (not controllable) Behavioral (controllable)
Fingerprint Voice
Iris Speech
Retina Gait
Palm shape

Vascular patterns
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Biometric system architecture: enroliment

. \d \_
Mectlon of Storage

o _ Profile
Iljl OFmstlFt)n creation The profile is
s Relevant features stored ina
biographic and : database or
bi : create a profile for
lometric Eiscr card
information

User enrolled
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Biometric system architecture: authentication

. . Matching Decision
New biometric The stored Accept or

reading _ feature set is reject a user
User S_»melt_s a compared against based on the
new biometric the newly extent of match

reading acquired one

User accepted/rejected
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SECURITY

= |dentity management systems

= Trusted traveler programs

= Biometric travel documents

= Access systems in hospitality

" Time and attendance management

= Payment/retail systems
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SECURITY

= |dentity management systems

m U.S. Visit in the U.S.

= Similar programs around the world
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= Trusted traveler programs
= Global Entry
= Nexus
= PreCheck

= Similar systems in other countries
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SECURITY

= Biometric travel documents
= U.S. biometric passports
= Global adoption of biometric passports

= |[dentity management and personal travel documents
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= Access systems in hospitality
®" Theme park ticket systems
= Hotel secure door locks

= Consumer payment systems

@ HospitalityLawyer.com
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SECURITY

®" Time and attendance management

= Biometric time and attendance systems

= |[dentity management

= Payment/retail systems

B Vimior Burscu

@ HospitalityLawyer.com
worldwide legal, safety, and security solutions WSHHGUSTGHTEXGSLCQI“



HOSPITALITYLAWYER.COM PRESENTS

GL*BAL

CONCERNS i
RISK MANAGEMENT

OCTOBER 1-2, 2012 HOUSTON

= System and data security
= Privacy - data irrevocability

= Fear of physical harm and general user anxiety
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= North America: leader in the biometric technology market
= Biometric system integration
= Biometrics and mobile technology

= [ntegration between biometrics and consumer technology
applications (social networking)
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= Multimodal biometrics in travel

= Improvement of the biometric travel document systems
= Biometric applications in sectors adjacent to travel

= Expansion of consumer-related biometrics

® |[nnovative business models
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= Technology restrictions

= Matching contemporary biometric with general computing
technology

= Expectations of biometrics
= Traveler flow management

= Privacy
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= Technology development remains accelerated.

= [ntegration allows for improvement in the use of biometric
systems.

® There is Increasing research examining adoption of
biometrics.

= Biometric technology remains promising in travel.
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Thank you for your time!
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