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Overview

(1) Personally Identifiable Information
(“PII") Defined

(2) Collection Portals

(3) Legal Requirements at each Collection
Portal

(4) Maintaining Credit Card Data — PCI DSS
Compliance
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What is Personally Identifiable Information (“PII”)?

> Name? )
> Address?

| >  Of course!
» Emalil Address?

» Username? D
But are they

protected?

It depends ...
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What is Protected?

» Name, email address and Mailing Address?
= Consumer should still be given some control over this data.

= Notice

» Name, email address, mailing address +
Customer Preferences?

= Customer should be given some control

= Notice

» Name, email address, mailing address + credit
card info and/or social security number?

= Heightened standard of protection

= Notice AND security are required by statute

®
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Additional Considerations

» Financial Data
= Heightened standard of protection
= Gramme-Leach-Bliley Act

= Notice and Security (at the very least)

> Medical Information

= Heightened standard of protection
= HIPAA

= Notice and Security (at the very least)
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Collection Portals

» Your Web Site
» Third Party Partner Web Site
» At Check-In

» On site facilities, i.e., restaurants, spas,
gym, shops
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Legal Requirements for each Collection Portal

Web Site

» PIll at issue:
= Name
= Email Address
= Mailing Address

= Credit Card Information

» Requirements: Notice and Security

®
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Notice: Privacy Policy

What's Required?

» What type of information is collected via the Web
Site

= PIl and non-PlI
»  With Whom are you Sharing the Data?

= Categories of parties
» Opt-Out options

» May a consumer change or delete their
Information from your servers?

» How are you protecting the data?
» Effective Date of Policy

®
Smart in your world
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Security of Data

» New State Laws Requiring Encryption
= Massachusetts

= Nevada

» Several states require destruction of data
after it is no longer needed

» Massachusetts also requires the
development and implementation of a
security program

» PCI DSS Compliance
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Legal Requirements for each Collection Portal

Partner Web Site

» Third party is collecting data and
transferring it to you

= Name
= Email Address
= Mailing Address

= Credit Card Information

» Requirements: Notice and Security
= Privacy Policy

= \What's Secure?

®
Smart in your world

Arent Fox Legal Requirements for Customer Data



Security of Data

» If credit card data is included, encryption
of data at transfer.

» Can you be liable for the third party’s
non-compliance?
= Possibly!

» Should have an agreement covering the
transfer of data
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Terms of the Agreement

» Warranty
= Permission to transfer the data to you
= Lawful acquisition of the data

= Compliance with all laws, including PCI DSS
» Require encryption at transfer

» Third party may want to prohibit your
subsequent transfer of data

®
Smart in your world
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Legal Requirements for each Collection Portal

Check-In and On-Site Facilities
» No notice requirement (offline collection)

» Security of Data is still imperative
= State laws requiring encryption

= State laws requiring the destruction of data

» PCI DSS Compliance
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PCI DSS Compliance

» Applies to every entity that collects, stores or
transmits credit card data

» The PCI DSS framework is divided into 12
security requirements which are organized in 6
categories:

Build and maintain a secure network

Protect cardholder data

Maintain a vulnerability management program
Implement strong access control measures
Regularly monitor and test networks

Maintain an information security policy
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PCI DSS Compliance

Compliance Levels

Level 1. Merchants from whom cardholder data has been
compromised and Merchants with more than 6 million credit
card transactions annually, across all channels, including e-
commerce.

— Required: Annual onsite PCI data security assessment and quarterly
network scans

Level 2: Merchants with between 1 and 6 million credit card
transactions annually.

— Required: Annual self assessment and quarterly network scans

Level 3. Merchants with between 20,000 and 1,000,000
credit card e-commerce transactions annually

— Required: Annual self assessment and quarterly network scans

Level 4: All other merchants
— Required: Annual self assessment and quarterly network scans
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PCI DSS — Other Considerations

Who else must comply?

= Your service providers? Organizations that process,
store or transmit your cardholder data

= Hosts?

= Backup management companies?

=  Contractors?

Ensuring Compliance — contractually
= Indemnity

=  Warranty of their compliance
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IT - Processing

On Site Policy
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PCIP compliance:

0 Beginning December 09, credit card issuers will
start to assess fines and possibly suspend
merchant agreements if the data encryption is
not certified, firewalls are not certified, and they
will require on site certification to win any
charge back or fraud disputes.
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0 Fraudulent Transaction Costs are passed on to
the merchant in the fee structure :

Card Present Swipes/ Card not Present
Volume of transactions

Age of the Batch Transmittal

Type of Card

Chargeback
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o Transaction Cycling
= Visa MasterC ard
= American Express

m Discover
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0 Business Policy

a Privacy




2009 Hospitality Law Seminar Eastern Region

0 Business Policy

0 Information Technology
= Interfaces
= Encryption
= Firewall
= File Server Access
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0 Business Policy

a On Site Transaction Processing
= Data Storage
= Data Access
= [mprinters
= Settlement Records
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0 Business Policy

0 Electronic Reservations - Card Present
Firewalls
Encryption
Data Storage
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0 Business Policy

0 Reservations without card present / swipe
= Phone Gaurantee
= Banquet Functions
= Advance Deposit
= Rooming List
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O Best Practices

4
4
4
4
4

Pay Pal

Secure Fax

Record Retention / Shredding
Day of Services requirements
Look up after check out
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o Card Present - Swipes

0 Policy to protect Privacy

0 Signature to prevent chargeback

o Firewalls / Data Encryption
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