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FRAUD & THE HOSPITALITY INDUSTRY 
Overview 

The SEC 

The FCPA 

Compliance Programs 

Loyalty Programs 

Conclusion 

 



OVERVIEW 

How fraud and corruption impact the 
hospitality industry 

Kinds of hospitality fraud and corruption 

Mechanisms for dealing with fraud and 
corruption 

 



THE SEC 

Tools implemented to stop fraud 

§  Financial Reporting and Audit Task Force  

§  Financial statement review 

§  Crowdfunding 

§  Jump-start Our Business Start-ups Act (JOBS 
Act) rules 



THE FCPA 

The Foreign Corrupt Practices Act of 1977 is a way the 
U.S. combats corruption 

§  If business has a formal tie to the U.S. 

§  If business commits a violation in the U.S. 

§  Multiple industries, including Hospitality 



COMPLIANCE PROGRAMS 

Hotel and hotel vendor programs 

§  Staffing and resources 

§  Culture 

§  Clear policies 

§  Regular program updating 

§  Training 

§  Due diligence 

§  Audits 

§  Certifications 

§  Incentive programs 



LOYALTY PROGRAMS 

Hotbed of fraud 

§  By employees 

§  By business partners 

§  By criminal organizations 

Red flags for fraudulent rewards programs usage 

§  Surge of time spent on database 

§  Redemption activity variance 

§  Numerous poor login attempts 

§  Uncommon profile updates and shipping changes 



TECHNOLOGY/BRIDGE TO ANALYTICS 

Leveraging data across business units 

Technology and visualization tools 

The use of third parties 

Advanced analytics 

 







Video used with permission from  Tableau, IBM, and TED Talks. Content is not endorsed by Deloitte. 



ANALYTICS IS… 

Advancing at an  
exponential rate 

Applicable across  
an enormous spectrum  

of industries  

Something you should 
start thinking more 

about today 



ANALYTICS AND THE MEASUREMENT EXPLOSION 



Dramatic increase in the volume of 
data and the storage thereof 

Dramatic increase in the speed at which 
data can be transferred and accessed 

(Exabytes) 

Dramatic increase in 

the ability to model, 

to predict, and to 

analyze information 

Dramatic increase in 
computing power 



=

In 1969, we put two men on the moon.  
 

Your cell phone today has more computer power than all of 
NASA in 1969.  





100 TBs  

of data are uploaded to 

Facebook daily 

1.3 exabytes   Estimated global mobile data traffic per month in 2012 



HOW MUCH DATA IS GENERATED EVERY MINUTE? 



§ Every motion picture ever 
created to be streamed in less 
than four minutes; 

§ The entire printed collection of 
the Library of Congress to be 
downloaded in just over one 
second; 

§ Every man, woman and child 
in China to make a video call, 
simultaneously  

Cisco’s fastest routers are equipped to move 322 
Terabits per second.  That’s equivalent to: 



Predictive Analytics 

Text Analytics Geospatial Analytics 

Social Network Analysis 





TEXT ANALYTICS 

Analysis of data contained in natural language text, such 
as documents, emails, and tweets. 

 
Automated categorization, clustering, information 

extraction, sentiment analysis and many other tasks   

SENTIMENTS 
ENTITIES 

RELATIONSHIPS 

PATTERNS 
METADATA 





GEOSPATIAL ANALYTICS 

Analyzing location-based data to uncover geographic 
trends, patterns, and opportunities 





SOCIAL NETWORK ANALYSIS 

Mapping relationships between people and entities. 
§ Target guests based on their association with other 

entities 
§ Identify key players and influencers 
§ Expose bad actors and limit their risk to your network 





PREDICTIVE ANALYTICS 

Applying statistical and machine-learning techniques to 
forecast likely outcomes. 

§ Predict behavior based on correlation of past events  
§ Not based on prior human knowledge 

Predictive 
Model 

Predictive 
Model 

Predictive 
Model 





? 

CAN YOU GUESS THE BASKET?  

? 



Training 

Prediction (Scoring) 

Learning Algorithm 

Predictive 
Model 

  

    Class 
Predictions 

(Scores) 

SUPERVISED LEARNING (PREDICTIVE MODELING) 

Examples of non-Rickshaws 

Examples of  Rickshaws 

? 



Prediction (Scoring) 

Training 

SUPERVISED LEARNING (PREDICTIVE MODELING) 

Examples of  
fraudulent reward stay  

reimbursement  
requests 

Examples of  
non-fraudulent reward 

stay reimbursement 
 requests 

Learning Algorithm 

  

Predictive 
Model 

    Class 
Predictions 

(Scores) 

New reward stay 
reimbursement 

requests 



PREDICTIVE MODELING CASE STUDY 

Hotel 
Property 

10 Free 
Award 
Nights Occupancy 

Rate 

>90
% 

Reimbursement Request 

$1,000 

$2,750 
ADR 

$275 

Reimbursement 

$100 

1 2

1 2Occupancy Rate Inflation ADR Rate Inflation 

Use of comp rooms, 
house use rooms and 
other techniques to 
manipulate occupancy 
rate above 90% 

Manipulation of Average 
Daily Rate when occupancy 
rate exceeds 90% resulting in 
inflated reimbursement 

10 Free 
Award 
Nights 

Applying Predictive Modeling towards identifying fraud in Reward Stay 
Reimbursement Requests  



•  Room rate  
•  Rate plan 
•  Amount of other charges to the room 
•  Total payment for a stay 
•  Payment method(s) 
•  Check-in time 
•  Check-out time 
•  The number of days for the stay 
•  The number of days before the stay a reservation was made 
•  Reservation method 
•  And many others… 

PREDICTIVE MODELING CASE STUDY 

Reward Stay Attributes 



* For illustrative purposes only.  

 
 
 

Late Check-In 

TRUE, AND Early Check-Out 

TRUE, AND 
Reservation  

Method 

ON-SITE 

0.665  

Risk Score 

If… 

Then… 

PREDICTIVE MODELING CASE STUDY 

Sample Fraud Detection Rule* 



An increase of over 100 times! 

Precision value based on Random Guess: 0.7% 

Precision value based on Predictive Model: 70.8% 

PREDICTIVE MODELING CASE STUDY 

Comparison to random guess 





TELLING STORIES WITH GAMECHANGER™ 



“We help companies solve problems and generate revenue by 
leveraging highly structured data, turning it into actionable 
stories and insights.” 

– Narrative Science 



Video used with permission from Narrative Science. Content is not endorsed by Deloitte. 



COMBATTING BAD BEHAVIORS 



COMBATTING BAD BEHAVIORS 

Stay 
information 

Property 
information 

Guest 
information 

Enrichment  
data 



COMBATTING BAD BEHAVIORS 

Stay 
information 

Property 
information 

Guest 
information 

Enrichment  
data 

•  Booking method (online, phone, in-person, agency) •  Multiple stays, patterns 

•  Payment method (credit card, cash) •  Additional charges to room 

•  Check in/out times, duration •  Electricity, phone, and Internet usage 

•  Number of guests •  Room rate 



COMBATTING BAD BEHAVIORS 

Stay 
information 

Property 
information 

Guest 
information 

Enrichment  
data 

•  Location •  Housekeeping/maintenance reports 

•  Employee information •  Paid/comped rooms, house use, out of order rooms 

•  Financial performance •  Credit card fraud 

•  Utility usage •  History of fraud, litigation and claims 



COMBATTING BAD BEHAVIORS 

Stay 
information 

Property 
information 

Guest 
information 

Enrichment  
data 

•  Property area demographics •  Area criminal activity 

•  Area travel and driving route information •  Guest address area demographics 

•  Guest address validation •  Local do-not-rent lists 

•  Distance from guest address to property •  Children 



COMBATTING BAD BEHAVIORS 

Stay 
information 

Property 
information 

Guest 
information 

Enrichment  
data 

•  Name •  Email addresses 

•  Phone numbers •  License plate 

•  Credit card numbers •  Loyalty program activity 

•  Addresses •  Social media activity 



COMBATTING BAD BEHAVIORS 

Stay 
information 

Property 
information 

Guest 
information 

Enrichment  
data 

Address 

Address 
validation 

•  Guests may provide fake addresses to avoid being identified if 
caught conducting illicit activities at a property. 

•  Conducting address validation may reveal a guest provided a non-
existent address or one that maps to a non-residential location. 



COMBATTING BAD BEHAVIORS 

Stay 
information 

Property 
information 

Guest 
information 

Enrichment  
data 

•  Different guests registering at multiple properties using the same address, credit card 
or license plate may indicate illicit activity by several people using the same card. 

•  Matching guest information enriched with third party sources can help identify people 
who are engaging in this kind of activity. 

Address 

Address 
validation 

Credit card 

Locations 

Distance 



COMBATTING BAD BEHAVIORS 

Stay 
information 

Property 
information 

Guest 
information 

Enrichment  
data 

•  Analyzing both employees and guests of properties with a history of illicit activity may reveal 
hidden relationships, such as familial or social connections, that permit such activity. 

•  Conducting a link analysis of data common to employees and guests – such as names, phone 
numbers or license plates – can help identify such unexpected relationships. 

Criminal 
background Employees 

Guest 
data 

Booking, 
payment 
method 



ONGOING MONITORING USING ANALYTICS 



WHAT ARE THE CONCERNS? 

Airlines 



WHAT ARE THE CONCERNS? 

Hotels 



ENTERPRISE FRAUD MANAGEMENT (EFM) 

Process	  

People	  

Controls	  

Infrastructure	  

Enterprise  
Fraud  

Framework 

A new approach to fraud 
prevention: 



EFM LEVELS OF MATURITY 
Multiple capabilities and a proactive posture are needed to mitigate bad behavior 

Current 
State 

Sc
op

e Team 

Fr
eq

ue
nc

y 

Analytic techniques Tools and technologies 

Key 
Capabilities 

Level I Level II Level III Level IV 

Department 
Function 

Enterprise 

Random Samples 

Rule-based Queries 

Statistical Models 

Advanced 
Analytics 

 

Ad-Hoc 

Periodic 

Frequent 

Continuous 

Spreadsheets 

Databases 

Predictive  
Analytics  
Software 

Network,  
Text, and  

Geospatial  
Tools 

Mature 
•  Effective fraud and 

corruption counter-
measures include a 
comprehensive set of 
tools and techniques. 

•  Currently, most 
organizations are 
only leveraging Level 
I and II capabilities, 
such as rules/tests 
run in SQL. 

•  Organizations can 
boost risk mitigation 
efforts by layering in 
Level III and IV 
capabilities. 

•  Organizations with 
these advanced 
capabilities are 
realizing tangible 
benefits. 

Insights 





Video used with permission from  TED Talks and SAS. Content is not endorsed by Deloitte. 
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